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SECURITIES AND EXCHAMNGE COMMISSION,
EBlaintiff,
MEMORANDUM AND CORDEPR.
- against -
Q7 Ciwv, 9e0& (WNRE}
OLEK=ANDE DMORCEHEOS,
Defendant.

HAOMI REICE BUCHWALD
UNITED STATES DISTRICT JUDGE

Fresently before the Court are (1} the Securities and Exchange
Commission’=s (“SEC”) motion for a preliminary injunction freezing
the proceeds of trades in put options of IM5 Health Inc, (“IMS
Health”) stock executed on October 17-18, 2007 by ©Clekszsandr
Caraozhks, and (2} defendant Dorczhko's motion to dismi=ss the
complaint, pursuant to Fed. R. Civ. P. 12{k)2, 1lZ{b}6, and °(b}.
Dorozhko is a Ukranian naticnal and resident whe has asserted a
Fifth Amendment privilege not to testify in this matter.

On October 29, 2007, the SEC filed the instant complaint
alleging that Dorozhko violated 5 10(b) of the Securities Exchange
Let of 1934 (“Exchange Act”) {13 U.3.C. § 78jtb)), and Rule 10o-5
premulgated thereunder {17 C.F.R. § 240.10b-5) by either hacking
inte a computer network and stealing material non-public
infermation, or through a more traditionally-recognized means cof
insider trading such as receiving a tip from a corporate insider.

({Complaint 1 3.} ©On the same date, the SEC applied for, and this



Case 1:07-cv-09606-NRB  Document 28  Filed 01/08/2008 Page 2 of 54

Court granted, a temporary restraining order freezing the proceeds
of Dorczhko’s trades.

At a preliminary injuncticn hearing held before this Court on
Nevember 28, 2007, the 5EC presented evidence that Dorozhko hacked
inte the computer network of Thomsen Financial (“Thomson
Financial®”) at 2:15:28 p.m, (EST) on Qctober 17, 2007.!' The SEC
presented computer logs that showed that at 2:15:28 p.m., an
unpauthorized user gained access to IMS Health's soon-to-be-~released
negative earnings announcement, which was scheduled to be released
to the public later that day at arcund 5:00 p.m. The SEC further
shoewed that approximately 35 minutes after the hack occuarred, and
just a matter of hours before the infermation was to ba releazed to
the public, Dorozhke, who had recently cpened an conline brokerage
account but had not yet wused the account, purchased 541, 670,90
worth of October 25 series and October 30 series put opticns in IMS
Health stock. The purchases represented about 930% of all customer
purchases of the Cctohber 25 and October 30 put opticns of IM3
Health stock for the entire six week pericd between September 4,
2007 and October 17, 2007, {Complaint ¥ 1%.; The wvery next
morning, when the market opened, Derczhkkeo scld the options for

£328,571.00, a return overnight of &97%.

! Bee SEC Preliminary Injunction Hr g Ex. 2, a computer log of unauthorized
access intg the IMS Health wekgite at Thomson Financial.

-2
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The conclusion that DCorozhko is the likely hacker 1is the
result of two undisputed events: (1) the fact of the hack, and (2]
the proximity tc the hack of the trades by Dorozhke who was the
only individual te trade heavily in IMS Health put optilons
subsequent toc the hack. As discussed meore fully below, the karrier
teo  issuing a preliminary injunction at this stage in  the
proceedings is that the allieged ‘hacking and trading’ - while
illegal under any number of fedesral and/or state criminal statutes?
- dees not amount to a wviolation of § 10(b}] of the Exzchange Act
under existing case law. For, as the SEC even acknowledges, in the
74 wyears since Congress passed the Exchange Act, no federal court
has ever held that the theft of material non-public information by
a corporate cutsider and subseguent trading on that information
viclates % 10{b). Iniformly, wiclations of § 10(b) have heaen
predicated on a breach of a fiduciary {or similar)} duty of candid
disclosure that is “in connection with” the purchase or sale of
securities. See, e.g., Chiarella v. United States, 445 11.35. 222,

227=30 (1980); United States v, O'Hagan, 521 #.3. 642, &53-660

(19%7)y; 2.BE.C. v, Zandford, %35 1.,5. 813, 825 (2002); see alsg

Reqents of University of California v, Credit Sulsse First Boston

{USAY Inc., 482 F.3d 372, 388 {(5th Cir. 2007). To eliminate tpe

fiduciary requirement now would ke to undo decades of Supreme Court

! 5ee jnfra. The conduct alieged might viclate the computer fraud statute,
1P U.5.C § 10304{a) (4), and the mail and wire fraud statuces, 18 U. 5., § 1341 eb

ged.

~3-
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precedent, and rewrite the law as it has dewveloped. It is bayond
the purview of this Court to do so.

This case highlights a potential gap arising from a reliance
on fiduciary principles in the legal analysis that cocurts have
amployed to define insider trading, and courts’ stated geal of
preserving egquitable markets. See generally Affiliated Ute

Citizens of Utah v. United States, 406 U.S5. 128, 151 (197%2) {noting

that federal securities law should be “construed not technically
and restrictively, bhut flexibly to effectuate its remedial
purposes”) (citations omitted]. Yet, on further consideration, the
gap 1s not as troublesome as it may appear, since the government
retains ample methods of combating inequitable practices of the
kind alleged here. Indaed, we would not have to address the
tension betwsen the fiduciary reguirement and the goal of
preserving fair and open markets had the SEC acted on this Court’s
suggestion at the Neovember £8, 2007 preliminary injunction hearing
that a way to aveid a decision that would result in the release of
the restrained trading proceeds was to refer this matter to the
United States Attorney’s Office for criminal investigation. Based
on the evidence provided at the November 28, 2007 hearing there
would appear to ke sufficient basis to conclude that Dorozhke's
hack wviclated the Computer Fraud and BAbuse Act, 18 D.5.C. §
1030 (a} (4), the mail fraud statute, 18 U.3.0. § 1341 gt seqg., and

the wire fraud statute, 18 U,5.C. § 1341 =t zeq. See, o.0.,
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Phvsicians Interactive v. lathian Systems, Inc., Ne. 03-1193-4,,

2003 WL 23018270, *1 {(E.D. Va. Dec. 5, 2003} {granting a temporary
restraining order and preliminary injunction under 18 U.5.C, § 103C
because the defendant hacked into a restricted website and stole
confidential infeormation). The U.S3. Atterney’'s Office has
autherity to seize Dereczhko's trading proceeds under 18 U.5.C, §
381 (b} .

However, since the SEC has apparently declined, for whatever
reascn, to invelve the criminal authorities in this case, we must
addrezs an inconvenisnt truth about our securities laws - an issue

that has sent Supreme Court justices into dissent, zee Chiarella,

445 at 245 (1980) {Blackmun, J. dissenting) and provoked numerous
law review articles. See, e.g., Robert A, Prentice, The Internet
and Its Challenges for the Future of Insider Trading Begulation, 12
Harv. J. L. & Tech 263, 256-307 [(Winter 1935%9}.

Upon a searching review of existing case law, and for the
reasons that follow, we believe that we are constrained toe hold
that Dorcozhko’s alleged ‘stealing and trading® or ‘hacking and
trading’ dees not amount te a viclation of & 10(k} and EBule 10kL-5
because Dorozhko did not breach any fiduciary or similar duty “in
cennection with” the purchase or sale of a security. Altheough
Dorozhke may have broken the law, he is not liakle in a giwvil
action under § 10(b) because he owed no fiduciary cor similar duty

either to the source of his information or to those he transacted
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with in the market. 3ee 0"Hagan, 521 U.5. at ©56. As the Supreme

w

Court famously held in Chiarella, and has reaffirmed since, “cone
who fails to disclosze material information prisr to the
consummaticn of a transacticn colmits fraud only when he is under
g duty to do so.” 445 11,35, at 228; ses alsc 0O Hagap, 521 0.5, at
654-54,

Thus, we deny the 5EC's meticn for a preliminary injunctieon,
but we stay the effect of our order until January 14, 2007 to allow
SEC to seek a stay pending appeal from the Court of Appeals
pursuant ta Fed. R, App. F. 8{a){Z).

We also deny Dorozhko's motion to dismiss the complaint at
this time as the SEC’'s complaint adedquately pleads a traditional
theory of liability under § 10{h}, in addition to its novel
‘hacking and trading’ theory, and we believe that the SEC should he

allowed to conduct discovery to ascertain whether Dorozhkeo's

trading was tThe product of a tip from a corporate insider,

FACTS
Defendant Oleksandr Deorozhke is a self-employed Ukranian
national residing in Uzhgoroed, Ukraine. (Seceond Declaration of Paul
A. Gumagay, Counsel to the SEC, in Support of a Preliminary
Injunction T 3 and Ex. B attached thereto; sse alsc Second Gumagay
Decl. 1 4 and Ex. C.) On cr about Cgotober 4, 2007, Dorozhko wire-

transferred 342,500 to Interactive Brokers LLC (“Interactive
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Brokers”), a reglstered broker-dealer based 1in  Greenwich,
Connecticut, to open an online trading account. (Second Gumagay
Decl. 19 4-5 and Ex. C-D.} In his applicaticn to open the acceount,
Dorozhko represented that he had an annual inceme in the range of
545,000 - 550,000, and a net worth in the range of 5100,000 -
$250,000. (Second Gumagay Oecl. 9 4 and Ex. C.)

IM3 Health 18 a publicly-traded company neadguartered in
Noerwalk, Connecticut. On Octoher 17, 2007, IMS Health planned to
announce its earnings for its 2007 fiscal year at about 5:00 p.m.
(EST)] after the cleose of markets. {(Declaration of Michael Fax,
Director of Employee and Executive Communications at IMS Health, T
4, SBpecifically, IMS Health was set to anncunce negative earnings
growth, a performance well below consensus analyst estimates.
{1d.y Although there had been some mincr speculation on a health
care bleg and in an industry chat room back in September 2007 that
certain of IMS Health’s clients were having reporting errors with
IMS market-share data {Dorozhkeo Reply Memorandum of Law in Further
Support of Motlon toe Dismiss Ex., 5), there were no major media or
analyst reports around the time anticipating negative earnings.
{Fox Decl. ¥ 4.} In fact, in the menths leading up to the release
of IM3 Health's third-guarter earnings, analysts had rated IMS
Health shares as "market perform” and “peer perform”; and one majar
analyst had upgraded the stock. {(Dorozhkoe Preliminary Injunction

Hr'g ("Hrxr"g™) Ex. D.)
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For several years, Thaomson Financial, a division of the
Thomson Corpeoration, has hosted IM3 Health's investor relations
website, and provided secure webhcasting and audiccasting services
for IMS Health's puklic release of earn:ngs Information., {Hr'g Tz,
at 23, 28.) Thomson Financial prevides similar services to many
Fortune 500 companies. (Brfg Tr. at 24-25.) Before it releases its
garnings reports through Thomscen Finangial, IMS Health routinely
publicizes the date, time, and internet location for its conference
call/web-cast. (Hr'g Tr. at &%.) Thus, as early as October 9,
2007, IMS Health had publicly disclosed that it weuld announce its
third guarter earnings on Octeker 17, 2007 at arcund 5:00 p.m.
{EST! on the IMS Health website at Thomson Financial, {Hr'g Tr. at
59-70; Dorozhko Hr'g Ex. A,

On the date of the releases, October 17, 2007, at B:06 a.m.
(E5T)1, a computer hacker from Internet Protoool address (“IP
Addresg™) B3.9%8.156.21% begah probing the IMS Health website at
Thomscn Financial.’ (SEC Hr’g Ex. 2; Hr'g Tr. at 35.) Since
Thomson Financial had not yet received the earnings report from IMS
Health, the hacker’s attempt to retrieve information was
unsuccessful. {Hr'g Tr. at 353, 4%.) Three times thereafter, at

12:10 p.m, 12:531 p.m, and 1:52 p.m. respectively, the same IP

! The IP address is registered in the Hetherlands, but the actual user
could be anywhere dus bto a locaticn-hiding technique called “spoofing.”

-8-
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Address attempted to access the information, to no avail. (SEC
Freliminary Injuncticn Hr'g Ex. 2:; Hr'g Tr. at 38.)

at 2:0]1 p.m., IMS Health sent Thomson Financial PowerPoint
slides containing its earnings report. (3EC Hrfg Ex. 1; Fox. Decl.
1 6.1 Upon receiving the slides, Thomson Financial transformed the
slides intoc & certain preoprietary fermat, and, using a custom tool,
uploaded the slides to an internal secure server where they were
staged and waiting to be uplcaded for public viewing at 5:00 p.m.
Thomson completed this procass guickly, and had the slides upleoaded
on to its cwn internal server by around 2:08 p.m. {SEC Post-—-Hearing
Memorandum of Law at 4.) Both IMS Health and Thomson Financial
expected the slides te repain confidential until 5:00 p.m., and had
gstablished procedures to provide security. {(Hr'g Tr. at 24, 409-
51.;

At 2:15.01 p.m., the hacker from IF Address 83.98.156.210
again probed the Thomscon Financial network, and this time
discovered that Thomsen Financial had received the slides and
uploaded them to the secure site. (SEC Hr'g Ex. Z2; Hr'g Tr. at 32-
8. Within 27 seconds, starting at 2:15:2% p.m., the hacker
managed to bhreach Thomsoen Financial®s security system and began
viewing the slides. By Z:18:43, the hacker had downleoaded or

viewed all the slides containing IMS Health earnings report. (Id.)
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While the hacker’s IP address has not been traced at this
stage, +the circumstantial evidence pointing to Boreozhko as the
hacker is powerful. At Z:52 p.m., less than thirty minutes after
the hacker breached security at Thomson Financial, Dorozhko, who
haa yet to trade in the account he had ocpened at Interactive
Brokers, began using his account at Interactive Brokers to buy all
available put options in IM5 Health., Within 14 minutes, by 3:06
p.m., Dorozhko had beought $41,670.3%0 worth of IMS Health put
ocptigns. He kought 300 options with a strike date of QOctober 25,
and 330 options with a strike date of October 30, {(Declaratiocn of
Martin John Ward, Compliance Counsel toe Interactive Brokers, T i
and Ex. 5.)

Dorozhko' s purchases represented about 90% of all purchases of
the Cctober 25 and October 30 put options of IMS Health steck for
the entire six week period between September 4, 2007 and Octobker
17, 2007, (Complaint 1 19.) Based on the representations Dorozhko
made to Interactive Brokers when he opened his account, these
purchases were approXimately equivalent to his annual income, and
at the very least one fifth of his net wortn. Perhaps most
tellingly, Dorezhko stood toe lose money on some of the trades
unless the price of IMS Health stock declined dramatically in two
davys. The options that Dorozhko purchased were American-style
options, which explre on the Saturday following the third Friday of

the month, or, in this c¢ase, two days after Derozhke bought them,

-1{-
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on Octeber 1%. (Hr'g Tr. 111-113.} Many of the options Dorozinko
bought had strike prices below the current price of IMS Health
stocck [Mout-cf-the-~money optioneg”), scme avean as much as 20% below
October 17th levels. Therefore for Dorozhkoe to have made a profic
on these out-of-the-money opticns, the share price of IMS health
would have had to decline scddenly and dramatically. (Id.)

ar 4:30 p.m., the close of market, IMS Health shares were
trading at $29.5%6¢.* (Second Gumagay Decl. 9 2, and Ex. &.) Ar 4:33
p.Mm., IM5 Health released ite third guarter earnings to the puklic.
The repcrt showed GARP (Generally Accepted Accounting Principles)
garnings of only £0.29 per share, 28% below analyst consensus
estimates, and 15% below the previous year’s third-guarcer
earnings. [(Second Gumagay Decl. 41B-9 and Exs. G-H.)

The market reacted severely when it opened at 9:30 a.m. the
following merning, October 18, 2007, IMS Health's stock price
plunged 2ZB% almost immediately, to $21.20 per share, the steepest
deciine in the stock’s 5Z2-week trading historv. (Second Gumagay
Decl. 912 and Ex. A.) At 9:35 a,.m., Dorcozhko began selling the put
options he had purchased the previcus day. Within six minutes, by

5:41 a.m., he had =scld all of his 630 IMS Health put options, and

' The trading volume for the day had heen 832,500 shares. [Second Gumagay
becl. § 2, and Ex. &)

-311-
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realized proceeds of $328,5781.00, or a net profit of $286,456.5%
overnight.” {(Second Gumagay Pecl. T 10, and Ex. I.]

Almost immediately thereafter, Interactive Brokers froze
Drozhko’s account pending an internal investigation. (Ward [Decl.
9 14; Hr'g. Tr. at 105.1 At some point, Interactive Brokers alsc
referred the matter te the SEC. {Id.) On Octcber 29, 2007, the
SEC filed an emergency application in this Court, sseking a
temporary restraining order freezing the proceeds of the trades and
granting other miscellanecus relief. Thais Court granted a
temporary restraining crder, and held a preliminary injunctien
hearing on November 2B, 2007.

At the close of the hearing, we asked both parties teo submit
supplemental briefs on the gquestion of whether the alleged
‘stealing and trading” or ‘hacking and trading® constitutes a

viclation of § 10{b} and Rule i0k-5.

Disemnssion
The standard for obtaining a2 preliminary injunction is wel:-
established. Ordinarily, “a plaintiff must show irreparable harm
absent injunctive relief, and either a likelihood of success on the
merits, or a sericus guestion ¢going to the merits to make them a

fair ground feor trial, with a bkalance of hardships tipping

i IM3 Health stock eventually closed on October 18 at $23.12 per share,
ptill 22% percent off the previcus day’'s clesing price. Trading volume was more
than 23 million shares, an increase of 2,735% from the previaus day.

-1a-
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decidedly in plaintiff’s faver.” Louis Vuitton Malletier v. Dooney

% Bourke, Inc,., 454 F.3d 108, 114 (2d Cir. 2006}, Since the 5EC is

not “ar ordinary litigant, but . . . a statutcry guardian charged
with safequarding the public interest in enforcing the securities
lawzs,” its burden to secure temporary relief is less than that of
a private party. SEC v. Management Dvhamics, Inc., 515 F.Zd 801,
BOB (#d Cir. 1975;. Roooraingly, the SEC is entitled to entry of
temporary and preliminary injunctive relief upon “a substantial
showing of likelihood of success as to both a current vieclation and
the risk of repetitien.” SEC v. Cawvanagh, 155 F.3d 129, 132 (z2d

Zir. 1998} (citing SEC w. Unifund SaAL, 910 F.24 1028, 1039-40 (2d

Cir, 1890).

Thus, the relewvant guesticn is whether the SEC has made a
substantial showing of the likelihood of a violation of § 10(k) and
Rule 10b-5%.% To anawer this Question, we examine the text of §
1G(b}, the interpretive case iaw, and then turn to a history of the

regulation of insider trading.

A. Viclations of Section 10{k) Ragquire A “"Manipulative or Daceptive
Devica®

* We note that there ie no gquestiocn that ilrreparakble harm may be sufferad
by the plaintiff here, since Dorozhko is a foreign natiocnal with no history of
contacts with the United States. If the proceeds of his trades are unfrozen, it
ig reasonable to ccnclude that ik is unlikely that the SEC will be able to
racapture the fundse.

-13-
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As in all cases involving statutory interpretaticn, the
appropriate starting point is the text of the statute i1tzelf.

Central Bank of Denver v. Firset Interstate Bank of Denwveyr, 511 0.5,

1r4, 172-73 (1994); Exnst & Frnst v. Hochfelder, 425 UO.5, 185, 197,
(1376} (“In addressing [the elements of a cause of action under
Section 1C0(b) and Rule 1l0bk-5], we turn first to the language of §
10{k), for “[tlhe starting point 1in every case involving

,r

constructicn of a statute is the language itself.’

Chip Stamps v, Manor Drug Steores, 421 0.5, 723, 756 (1975%) (rPowell,

J., concurring) ).

(quoting Blue

Section 10(k) of the Securities Exchange Act of 1939,
(“Exchange Act”™) 48 Stat, 8%1, 15 U.3,C. § 7Bj, prohibits the use
“in connection with the purchase or sale of any security . . . [of]
any manipulative o©or deceptive dewvice or contrivance in
contravention of such rules and regulations as the Commission may
prescrihe.”

Pursuant to Secticn 10({b}, the SEC has promulgated Rule 10b-5,
which provides in pertinent part:

"It shall be unlawful feor any perscn, directly
or indirectly, by the use of any means or
instrumentality of interstate commerce, or of
the mails or of any facility of any naticnal

securities exchange,

{a) To empley any device, scheme, or artifaice
to defraud,

(k) To maks any untrue statement of a material

fact or to omit to state a material fact
necessary 1in order to make the statements

-14-
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made, in the light of rthe circumstances under
which they were made, not misleading, or

fc) Te engage in any act, practice, or course
af business which cperates or would operate as

a fraud or deceit upon any persan,

in connection with the purchase or sale of any
security.”

17 CFR § 240.10b-5 (2007). The Rule was designed “to assure that
dealing in securities is fair and without undue preferences or
advantages among investors.” H. R. Conf. Rep. No.94-229, p. 31
(1%75Y, U,.5, Code Cong. & Admin. Wews 1975, p. 323,

While the Rule is often described as a “catch-all anti-fraud
provision,” see, e.g., Herman & Macglean v. Huddleston, 459 U.S.
375, 382 (19B3), the Supreme Court has consistently affirmed that
Fule 10k-5 is limited in scope by the language of § 10(b). 3ee
QfHagan, 521 0O.5. at 651 (“Liability under Rule 10b-%, our
precedent indicates, dces not extend beyond conduct encompassed by

£ 10(b)"s prohibition™); see alsc Ernst & Ernst v. Hechfelder, 425

.5, 185, 214 (19746} (“Thus, despite the breoad wview of the Rule

advanced by the Commissisn in this case, its scope cannot exceed
the power granted the Commission by Congress under § 10(k).”};
Central Bank of Benver, 511 U.3. at 173 {"With respect [to]
the scope of conduct prohibited by § 10{(b), the text of the statute
controls our decision.”).

Therefore, viclations of Rule 10b-5 require a showing of three

r

gssential eiements: (1) a “device or contrivance”; (2] which is

-15-
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“manipulative or deceptive”; and (3) used “in connection with® the

purchase or sale of securities.

{l) Dmvica or Contrivance

The SEC has adeguately shown that the alleged ‘hacking and

trading’ was a “device or contrivance” within the meaning of the

statute. The Supreme Court has defined “device” in Ernst & Ernst

v, Hochfelder, 425 U.3, at 19%, by reference to Webster's

Internaticnal Dictionary (Zd ed. 1934) as: “[t]lhat which is devised
or formed by design; a contrivance; an invention; project; schems:
often, a scheme to deceive; a strategem; an artifice.” Doroghke's
alleged hacking would certalnly amount to an artifice or scheme.

It alsc evidences the reguired scienter. Id.

{2) “In Connection With*

The SEC has also adegquately shown that the alleged scheme or
artifice was "in connection with™ the purchase or sale of
securities, The relewvant test to determine whether a deviece is
used in connection with =securities transactions i1s whether the
device and the transactions “coincide,” See Zandford, 535 1U.5. at
B2z (™1t is enough that the scheme to defraud and the sale of
securities coincide.”).

Here, Dorozhko's alleged hack, and the purchase of 630 put

opticns in IMS Health occcurred within approximately 30 to 35

-1&6-
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minutes of sach other. The hack and the subsequent purchases wers

clearly part of a single scheme, which was not complete until the

securities transactiens teook place. Sge Zandford, 535 0.5, at
BZ24-25 {(finding that a sale cof securities and a deceptive device
woincided, and therefore met the “in connection with” reguirement
in part because the embezzled securities “did not have wvalue
apart from their use 1n a securities transaction and the fraud was
not coamplete before the sale of securities occurred. ™).
Therefore, since the stolen information had pno value apart
from its use in a securities transacticn, Dorozhko’s alleged hack
into the Thomson Financial computer network was part of a schems

rthat was “in connection Wwith” the purchase or sale of securities.

{3) ™™anipulative or Deceptive®
Finaliv, to find that the allegations amcunt to a vioclation of
5 10{bk), we must find that any alleged sachems was either
"manipulative” ocr “deceptive” within the meaning of the statute.
Santa Fe Indus. v. Green, 430 U.5. 462, 473 (1977){"[Tlhe language
of Section 10{blgives no indication that Congress meant to prohikit

any conduct not invelving manipulatien or decepticn.®).

a. “Manipulative”
To begin, Dorozhke's alleged acticons were not “manipulative”

within the meaning of the statute. The Supreme Court has defined

-17-
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"manipulative” wvery narrowly, rendering it clearly inapplicable to
the facts alleged in this case, as even the SEC seems to admit.’
See prnst & Ernst v. Hochfelder, 425 1.5, at 199 (1276) (“Use of the
word ‘manipulative’ is especially significant. It is and was
virtually a term of art when used in connection with securities
markets, It connotes intentional or willful conduct designed to
deceive or defraud investors by controlling or artificially
affecting the price of securities.”). In Santa Fe Indus., the
Court elaborated foarther, neoting that “[manipulaticn] refers
genarally to practices such as wash sales, matched orders, or
rigged prices that are intended to mislead investers by
artificially affecting market activity.” 430 U.S. at 476.

Cn the facts alleged here, Dorozhke did not engage in
activities that affect the market the same way as washing sales,
matching orders, or rigging prices. His alleged =stealing and
trading did not “ceontrol” or “artificially affect” market activity,
it was market activity. Therefore the alleged scheme here was not

“manipulative” as the term is used in % 10{k).

k. ‘Deceptive’
Thus, for the SEC to prevaill, we must find that the alleged

scheme was “deceptive” as that term is used in the statute.

' In its Posthearing Memorandum of Law at 7, in quoting the relevant

portiong of § 10{b), the SEC does not even mention the term *manipulative” and
instead replaces it with an ellipsis.
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The SEC posits that Dorozhko’s alleged hack was “deceptive”
for a2 number cf reasons. First, the SEC argues that DJorozhko’s
alleged actions fit the common law definitien of “deception, ” since
Dorozhko allegedly “employi{ed] electronic means to  trick,
circumvent, or bypass computer security in  order to gain
unauthorized access to computer systems, networks, and information
stored or communicated therein, and to =steal such daza.”
{Posthearing Memorandum of Law at 2} Second, the SEC attempts to
define Dorozhko’'=s alleged actions as “theft by deception,” (under
Model Penal Code § 223.31, which the Third Circuit has held
involwves “fraud or deceit.” {Posthearing Memorandum cof Law at 12}
Third, the 5EC cites several provisions of federal law that
characterize computer hacking as "“fraud,” such as 18 D.5.C. 8
1030{a) {4), and argues that i1f hacking 1s fraud under feaderal
statute it must ipse dixit be “deceptive.” {Posthearing Memorandum
af Law at 9)

But the gquestion of whether Deorozhko's alleged hack was

“deceptive” is more problematic than the SEC acknowledges.® As a

® It is true that one Court in this district hae recen{ly used a dictionary
- in fact the game Webster's 1534 dictionmary that the Suprems Court used to
define "device” in Ermst & Erngt v. Hochfelder - inm order to define "deceptive,”
In re Parmalaf Segurities Litigatiom , 378 F. Bupp. 24 472, &O2 (5.0t H.Y.
200%) (defining "deceptive” as "[t]lending to deceive; having power to miglead”}.
But Parmalat’'s approach nas been acrubinized by the Fifth Circuit, which peoints
cut that reveraion to a dictionary to define "deceptive” ie precluded because the
Supreme Court has *authoritatively construed” the word. Regents of University of
California v. Credit Suisse, 482 F.3d 372, 38% (5th Cir. 2007} ("Although Eome of
our gecurities caseg have considered the common law where the Supreme Court has
placed no gloss on the relevant terms . . . [it is] improper[] to substitute the
authority of a dictionary for that of the Supreme Court.®) The Fifth Circult
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review of case law infra will show, and as the Fifth Circuit has
recently written, “the [Supreme] Court, in its other cases
interpreting Section 10(h), has established that a device, such as
a scheme, is not ‘deceptive’ unless 1t involwes breach of some duty

of candid disclosure.” Fegents of University of Califernia v,

Credit Suisse First Boston {USA), Tne., 482 F.3d 372, 28% {5th Cir.

2007} (citing C'Hagan, 521 U.S5. at 655: Chiarella, 445 0U.3. at 2227.

See also Santa Fe Indus., 430 D.3. at 470 {(defining “deception” as

proscribed in § 10(b} as the making o¢f 3 material misrepresentaticn
or the non-discleosure of material information in viclatien of a
duty to disclose].

While we are mindful that the antifraud provisions of the
Exchange  Act should be  “construed not  technically and
restrictively, but flexibly te effectuate its remedial purpcses,”
Affiliated Ute, 406 U.S. at 151, we agree with the Fifth Circuit
that the Supreme Court has thus far only used the term “deceptive”
in conjunction with the breach of a fiduciary cor similar duty of
disclesure. Although the case law could very well have developed
differently, 3ee Chia la, 445 0.5, at 244 (BElackmun, J.

dissenting), and there are respectable arguments that it should

nave developed differently, a breach of a fiduciary duty of

explicitly held that a common law or dictienary definition of “deceptive” was
inappropriate bhecause the Supreme Court has defined “deceptive” in Section 10k}
ag necaggarily invelving the breach of a fiduciary or similar duty. Id. at 33=.
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discleosure is a reguired element of any “deceptive” device under §
Ldib).

To understand the origin of this reguirement, and the reasons
therefor, we trace the historical development of insider trading

Law.

B. The Historical Developmeant of the Law of Securities Fraud

In passing the Exchange Act, Congress sought to “insure honest
securities markets and thereby promote investor confidence after
the market crash of 192%2." Zandford, 535 U.5. at 81% (citations
omitted). Congress sought Yto substitute a philosophy of full
disclesure for the philosophy of caveat empior and thus to achieve
a high standard of business ethics in the securities industry.”

Affiliated Ute, 406 U.5. at 151 (citations omitred).

Cne majer aim in federal regulation of securities has been to
aliminate structural inequalities in access to information.
Although some well-respected economists believe that insider
trading is actually efficient and does not haym the market, zge,

-

g.9., Henry G. Manne, The Case for Insider Trading, Wall St. J.,

Mar. 17, 2003, at Al4; zee generally Richardo Bebeozuk, Asyvmnetric

Information in Finangial Markets: Introduction and Applications

(2003}, this has never been Congress’ view.
AL the =same time, 1t would be impracticable, as well as

undesirable, to prohibit all informational disparities inm the
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markets. Markets flourish on - and by definition require -
informational disparities. DLCisparities can result from diligence
and gound investment strategy. Thus, Congress has agdamantly
refusaed to adcopt a falirness-kased svystem of regulation, (which
might reguire traders to disclose all Information they use to make
trades), and courts have never attached liability under § 10({b)
simply because someone traded on material nonpublic informatich.

See, e.g., Chiarglla, 445 U.5. at ZZ28 (reversing the conviction of

g financial printer whe traded on the basis of confidential
informaticon, and ncoting that “one who fails to disclose material
information prior to the consummation of a transacticon commits
fraud only when he i= under a duty to do so.™).

The federal courts have struggled, and still do as this case
shows, with how to draw a line between proper and improper
informaticonal disparities in the securities markets. See, e.

Victor Brudney, Insiders, Outsiders and Informational Adwvantages

Under the Federal Securities Laws, 53 Harv. L. Rewv. 322, 343

(1379 (" [Iln the securlities markets, as Congress has concluded,
there is good reascon to deny such [informational] advantages in
marny circumstances. Although criteria by which to determine who
should be - and who should not be - denied those advantages and
therefore be subject to the anti-fraud provisions are neither set
tortn expressly in the statute or regulations nor easy to

develop. ™).
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Some regulators and academics have vocifercusly lobbied for a

fairness-based approach for years. Sege PBrudney, Insiders,
Qutsiders, %3 Harv. L. Rev. at 360 f{arguing for a general rule that
insider trading law should Tpreclude exploitation of an
informaticnal advantage that the public 1s unable lawfully to
overcome or offset”). Federal courts have not been deaf to their
complaints. See 0'Hagan, 521 U.5. at €58 [citing Brudney’s seminal
article, and noting that “[a]lthough informational disparity 1is
inevitable 1in the securities markets, investors likely would
hesitate to venture their capital in a market where trading bhased
oh misappropriated nonpublic information is unchecked by law”™).
Nevertheless, federal courts have interpreted & 10{b) and Rule 10b-

5 very methodically.

1. Tha Traditional Theory
The S5EC toek the first impertant step in the development of
insider trading law under § 10(b) and Rule 10b-5 when it held that
corporate insiders such as directors and cfficers owe a duty to all
other market participants, such that insiders who seek to trade in
thelr own company’s shares must either disclose material nonpublic
information in their possessicn, or abstain from trading {the

“"disclose or abstain”™ rule). 35ee In the Matter of Cady, Eoberts &

co., 49 5.E.C. 8907 (E.E.C. 18%&1).
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In Cady, Roberts, the Commissien reccgnized a relationship of

trust and confidence hetween the shareholders of a corporation and
those insiders whe have cbtained confidential infermation by reason
of their position within that corporation. The Commission found
that this relaticnship “gives rise to a duty to disclose, because
of the necessity of preventing a cerporate insider from
tak[ing] unfair advantage of the uninformed minority stockholders.”
Chiarella, 445 U.5. at 228-229 (citationz omitted).

Under this so-called “traditional theory,” an insider’s duty
nf disclosure extends to all “persons with whom the insider is
engaging in securities transactions,” United States v, Falcone,
287 F.34 226, 229 (24 Cir. 2001), and thus the insider “breaches
that duty when he or she engages in the securities transactions
without disclasure.” Id. The purchase or sale of securities itself
amounts toe a “deceptive” device that is ™in connection with” the
purchase or sale of securities because the transaction amounts to

a breach of a duty. ge also EEC wv. Texas Gulf lphur Co., 401

F.2d 833, 848-485 (2d Cir. 1868].

The Supreme Court has since extended the traditional theory,
and found that ¢ 10i(b) i1s viclated not just when corporate insiders
trade on the basis on material nonpublic information, but alsc when

o

a corporate insider gives a “tip (e.g. to a friend cor family
member) for the purpose of having the outsider trade, and the

outsider so trades. ge Dirks v, SEC, 483 U.S. b4de, 600 [19837.
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The Supreme Court emphasized that tippees assume the discleose or
abstain duty to other market participants from their tippers: “I[A]
tippee assumes a fiduciary duty to the shareholders of a
corporation not to trade on material nonpublic information only
when the insider has breached his fiduclary duty to the
shareholders by disclosing the Information to the tippee and the
tippee knows cor should know that there has been a breach.” Id. The
Dirks Court was explicit that tippee liability rested on the
tippee’'s breach of a fiduciary douty that culminates when the
securities transaction is executed, and that there is no general
duty of disclosure between all those who invest 1In the stock

market . Id. at a57-8E8.

2. The HMiszappropriaticn Theory

As securities markets grew increasingly complex, it became
clear that deterring corporate insiders and their tippees was
insufficient to prevent abuses of structural disparities in
informaticn. For non=insiders such as lawyars, bankers,
journalists, or financial printers often cbtain access to material
non-public informaticn which gives them a structural, unfair
advantage in the marketplace,

However, instead of adeopting a fairness-based system, after
some uvncertainty i1n the 1%/0s and 1280s, the 3upreme Court in

G Hagan finally adopted the Ymisappropriation thecory” of ligbility
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under § 10¢b} and Rule 10b-%. The miszappropriation theory holds
that § 10(b) may be violated by perscns who do not owe a fiduciary
duty to other market participants, but nevertheless do owe a
fiduciary or similar duty to the scurce of their information. 5See,

e.d., Q"Hagan 521 U.3. at 6533.

The path whereby the Supreme Court, and varicus Courts of
ppeals, developed the nmisappropriation theory instead of a

fairness-kbased system is particularly relevant here.

a. Chiaraella

The first time the misappropriation thecry was briefed in the
Supreme Court was in Chiarells w. United States, 445 U.3. 222
f1380. The case concerned an emplayee, Chiarella, of a financial
printer, who obtained material non-public information of imminent
takeover bids while at his job, and then used the information to
buy shares in the target corporations, resulting In significantly
profitable trades. Chiarella was convicted of & PRule 10b-5
viclation and the conviction was affirmed on appeal. The Supreme
Court, nowever, reversed. The Suprems Court heid that use of
material nonpublic information te trade is not itself a viclation
of § 10(h}, and s=since Chiarella waz not himself a corporate
insider, nor a fiduciary of those he purchased steock from, he was
uander no duty to other market participants toc discleose 1l1s

informaticnal advantage to them, Chiarella, 445 1.5, at 232-233.
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The Court heild that, “a purchaser of stock who has no duty to a
prospective seller because he is neither an insider nor a fiducliary
has been held to have no obligaticon fTo reveal material facts.

A duty to disclose under § 10{b) does not arise from the mere
pessession of nonpublic market informaticon.” Id. at 235,

Ir its brief to the Court, the government offered an
alternative theory to uphcld Chiarella’s conviction, nameiy the
mizappropriation theory. Under the misappropriation thecry, the
government argued, an outsider’s breach of a duty to the source of
his or her informaticn replaces or substitutes for the breach of a
duty owed to the market participant under the traditional theory.
A= given cancnical feormulaticn later in Q'Hagan:

The ‘misappropriation theory’ holds that a
person commlits fraud “in connection with” a
securities transaction, and thereby viclates §
10 (k) and Rule 10b-53, when he misappropriates
confidential information for securities
trading purposes, in breach of a duty owed to
the scurce of the information. Under this
theory, a fiduciary’s undiscleoszed,
self-serving use of a principal’s informaticn
to purchase or sell securities, in breach of a
duty of loyalty and confidentiality, defrauds
the principal of the exclusive use of the
information. In lieu of premising liability
on a fiduciary relationship between company
ingider and purchaser or seller of the
company’s stock, the misappropriation theory
premisesz liability on a fiduciary-turned-
trader’s decepticn of these who entrusted him
with access to confidential information.

Q7 Hagan, 521 U0.5. at 65%32. Thus, the government argued, Chiarella’s

breach of a duty to his employer, the financial printer, should
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give rise te a duty te that empleoyer to disclose his intent to
trade or abstain from trading. Under the theory, the scurce of the
nonpublic informatien need neot be a purchaser o©r s5eller of
securities, or even be 1n any way connected to or even interested
in the purchase or sale of securities,

The majority in Chiarella refused to consider this theory
because it had not been submitted to the jury., Chiarells, 445 T.S.
at 23%-36, However, Justice Burger wrote separately in dissent to
argue that =omethirg akin tec a misapprepriaticon theory was in fact
presented to the Jjury, and could be used to s=support Chiarella’s
conviction.

Also in dissent, Justice Blackmun, writing for himself and
Justice Marshall, argued that no breach of fiduciary duty sheould be
required to upheld a conviction under % 10(by and ERule 10b-5.
Justice Blackmun adopted the thesis of Professor Brudney’s article,
Inziders, Outsiders, that the antifraud previsions of the
securities laws swept more breadly, and covered any structural
advantage in informatien that was wrohgly obtained. Justice
Blackmun preoposed a rule whereby: “[Plersons having access to
canfidential material informaticn that is not legally available to
others generally are prohibited . . ., from engaging in =schemes to
exXploit thelr structural informaticnal advantage thrcough trading in

affected securities.® 445 11,5, at 251.
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Inder Justice Blackmun’s wview, n¢ breach of fiduciary duby
wouuid be required as a predicate to a finding of liability under §

10ib}:

[Iln my view, it 1s unnecessary to rest

petitioner’s conviction on !
'‘misappropriation’ thecry. The fact that
petitioner Chiarella purloined, or, te use the
Chief Justice's word, ‘stole,’ information

concerning pending tender offers certainly is

the most dramatic evidence that petitioner was

guilty of fraud. . . . I do not agree that a

failure to disclose vioclates the Rule only

when the responsibilities of a relaticnship of

that kind have been breached.
Id. at 246, 251 (Blackmun, J. dissenting). Justice Blackmun basec
his reading of the statute on its legislative history, and its
general antifraud purpocse.

In the instant case, the SEC is essentially secking ta revive
Justice Blackmunfs dissent, and assert that bkecause Dorozhko
allegedly "stole” inside information, and traded on it, his alleged
actions must amount to securities fraud. But Frofessor Brudney’s

and Justice Blaclkmun's view was not adopted in Chiarella, nor

thereafter.

b. O'Hagan
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After Chiarella, the circuits split as to the validity of the
misappropriation theory.® The Supreme Court eventually granted

mertiorari in United States v. O'Hagan, 521 U.5. 42 {8th Cir.

1997), to resolve the conflict,

James CfHagan was a lawyer at a firm in Minneapolis, Minnesota
that represented a potential acqguirer in a tender offer. OfHagan
acqguired access +to material nonpublic information, and thern
purchased call options in the target’s stock bkefore the deal was
announced. O’Hagan was convicted under Rule 10b-5, but the Eighth
Circuit reversed his conviction on the grounds that ©'Hagan was not
an insider of the target corporation, and therefore ocwed no duty to

other market participants to disclose or abstain. United States w.

CfHagan, %2 F.3d 612, €22 ({1986). The Eighth Circuit reascned,
gontrary to previous decisicns by the Second and Seventh Circuits,
that a breach of a fiduciary duty to the source of information was
not sufficiently “in connection with” the purchase or sale of
securities as reguired by the language of § 10(b).

The Supreme Court reversed the Eighth Circuit, agreeing with
the Second Circuit’s decision in Chestman that a breach of a duty

to the source cf information was sufficiently “in connecticon with”

* The Second Circuit became the first to adept the misappropriation theory,
in United States v. Chestman, 247 F.2d 551, %8&e-67 [(2d Cir, 1991} {en bhanc) . The
Beventh Circuit and Ninth Circuit followed the Second in adoptinag the theory, ZECQ
v, Cherif, 233 F.2d 403, 408 {7ch Cir. 19891), cert. denied, 502 .5, 14071 {1592} ;
SEC w. Clark, 915 F.2d 43% {(9th Cir. 19%0); but the Fourth Circuit declined to
do sc, United Srates v, Bryan, S8 F.3d 8933, 545 [(4th Cir. 1895}, as 4id the
Eighth Circuit in United States v. Q'Hagan, 52 F.id 612 [(8th Cir. 1994].
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a4 securities transaction sc as to give rise to a duty to disclose
ar ahstain. 0’ Hagan, 321 U.5. at 652 ("In liea of premising
liability on & fiduciary relationship between company insider and
purchaser or seller of the company’s stock, the misappropriation
thecry premises liability on a fiduciary-turned-trader’s deception
of thoze who entrusted him with access teo confidential
information.”).

The ©0’Hagan decision underscored that the misappropriation
thecry was premised on the same “disclose or abstain” ratioconale as
the tradational theory. But, under the misappropriation theory, a
trader’s duty to disclose or abstain ran not to market participants
but rather to the source of the confidential infeormatian. The
Court zpecified that if a tippee disclosed his intention teo trade
to the source of his or her infeormation, the tippee was absolved of
liability under Rule 10b-5: Y [I]f the fiduciary discloses to the
source that he plans to trade on the nonpublic information, there
is no ‘deceptive device’ and thus no § 10(b) wviolaticn - although
the fiduciary-turned-trader may remain liable under state law for
breach of a duty of loyalty.” 521 U.5. at &5S.

Thus, ©fHagan thereby explicitly acknowledged that Rule 10b-5
was noet the sole regulatory weapon to use in combating illicit
infermational disparities in the markets, Indeed, Justice Ginshuirg
suggested not only once but twice that a state law cause of actian,

under a duty of loyalty theory, was the appropriate way to police
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a situatinn where a misappropriator discleses to the source of the
informaticon that he or she is going to trade. 521 U.3. at 655, &59
n.%. In footnote nine of the opinion, Jastice Ginsburg explicitly
acknowledged that a trade executed by a misappropriatior whe
discloses to his or her scgurce is just as unfair, in relatien to
other traders 1in the market, as a trade executed hy a
misappropriator who does not disclese to his or her scurce, but
only the latter results in liability under 5 10{b). Justice
Ginsburg wrote: “As ncted earlier, however, the textual requirement
of deception precludes § 10{b} liability when a person trading on
the basis of nonpublic information has disclosed his trading plans
te, or chtained authorization from, the principal -- even though
such conduct may affect the securities markets in the same manner
as the conduct reached by the misappropriation theory.” 521 U.5. at
G589 n.9. Justice Ginsburg’s analysis underscores the idea that %
10{b) deces not reach all structural disparities in 1nformation that
result in securities transactions, only those disparities chtained
by dint of a breach of fiduclary duty of disclosure.

The 0'Hagan decision adopted a further limitation on the reach
of & 10(b) liakility when it recognized that certain frauds in
connection with the purchase or sale of securities, such as
erbezzling money and then using that money tec buy securities, would
net amount teo violations of & 10({b). The Court responded to an

argument that the government had made in its brief;

I
Lol
bJ
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The Government notes ancther limitation on the
forms of fraud §  10({k; reaches: “The
misappropriation theory would net . . . apply
+o a case in which a person defrauded a bank
into giving him a lcan or embezzled cash from
another, and then used the proceeds of the
misdeed to purchase securities.” Brief for
United States 24, n. 13. In such a case, the
Government states, “the proceeds would have
value to the malefactor apart from their use
in a securities transaction, and the fraud
would be complete as scon as the money was
obhtained.” Ibid.

While the Court later elaberated on this passage in Zandford, see

discussion infra, the passage bears menticon here as it underscores

the peoint that § 10(b) has always had certain lacunae that render
it less than a blanket prohibition gon illicit schemes that somebhow
involve gsecurities transactions. Indeed, this passage builds cn a
long histary of similar passages in Supreme Court opinions that
hawe acknowledged the gaps in & 10{b)'s coverage. See Marine Bank
V. Weaver, 455 U.S. 551, 5%6&6 (1982 (“Congress, in enacting the
securities laws, did not intend to provide a broad federal remedy
for all fraud”?); Chiarella, 445 U.S5. at 229, 235 {(“[A] duty to
disclose under $ 10{b) does not arise from the mere possessicn of
nonpublic market information.”); Zandfeord, 535 U.E. at 820
(“[Section 10{kh)] must not ke construed so broadly as to convert
every commen-law fraud that happens to involwve securities into a
viclation cf § 10(k)."7).

Thus, the 2'Hagan Court hewed to the traditional thecry of

insider trading in as much as it premised a viclation of § 10(b)
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and Rule 10B-5 an a breach the duty to disclose or abstain. The
Court certainly could have, but did not, adopt the more expansive
view of Rule 10b-5 articulated by Justice Blackmun’s dissent in
Chiarella, or in  Brudney’s article, which had proposed
Yprecludfing] expleitation of an(y] informaticnal advantage that
the public is unable lawfully to overcome or ocffset.” Brudney,

Insiders, Cutsiders, 33 Harv. L. Rev, at 360, Wctably, the Q' Hagarn

decisicn cited Brudney’s article, 521 U.5. at 659, but explicitly
did net adopt its reasoning.

Thus, in this case, it appears that Dorozhke is not liable
under either the traditional or wmisappropriation theories of
insider trading since there has keen no evidence presented that he
is anything other than a true cutsider, who owed no duties of
disclosure to either other market participants or to the scurce of

his information.?®

10 In its Posthearing Memorandum of Law, at 16, the SEC argues that even
if Dorozhke were a crue cutsider, he may nevertheless have breached a duty of
candid digclosure because he became a “trustee ex maleficio” and was thereby
required to hold the proceeds of his misappropriation in comstructive trust for
the benefit of the inneccent owner. See Donald ©. Langevoort, 18 Ingider Trading
Fequlation, Enforcemant, and Preventicon, § 6:14 at n.5 ([(Apr. 2007) (internal
citations cmitted). This theory bends the concept of fiduciary doty teo far.
Even beyond the awkwardness of applying fiduciary duties te pure thieves, in
effect this theory would resurrect Justice Blackmun’s dissent in Chiarella
becauzge it would extend § 10t(b) liability to any situation wherein information
was wrongly obtained. Moreover, at least in the bankruptcy context, (11 U.8.C.
§ 523 (a) 4] {denying a discharge for any debt acguired throwgh “fraud or
defalcation while acting in a fiduciary capacity*}), the Supreme Court has
squarely rejected the argument that torts give rise to fidoclary duties: “It is
not enough that, by the very act of wrongdoing cut of which the fanktested debt
arcse, the bankrupt haz become chargeable as a trustee ex maleficig. He must have
bkeen a trustee hefore the wrong and without reference thereto.® Davis v, Aetna
Acceptance Co., 293 7.3. 323, 333 [1934).
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3. Beyond the Traditional and Misappropriation Theories?

Recognizing that it appears that Zorczhko did not breach any
fiduciary or similar daties te “disclose cor abstain” from trading
on lnsider informaticon, the S5EC argues that BRule 10b-% is not
limited by the “disclose or abstain” raticnale at play in the
traditicnal and misappropraation theories of insider trading.'t
Rather, the SEC argues that any fraudulernt scheme that contains the
requisite nexus Lo a securities transaction constitutes securities
fraud. In other words, 1t 1is not Dorozhko’s allegea trades
themzelwves that work a decepticon, but rather Dorozhke’s acheme
taken as a whoie. For support for this preoposition, the 3EC cites
repeatedly to the plain meaning of § 10(b) and ERule 10b-5,
Congressional intent, and the Supreme Court's recent decision in

S.E.C. v. Zandford, 535 U.5. 813 (2002).*?

While the EBEC 13 correct that Zandford =stands for the
proposition that Dorozhko's alleged ‘hacking and trading’ was a
“schema” that was perpetrated “in connection with” the purchase or

sale of securities, Zandfeord does nct support the argument that

1 The S5EC writes, “While it appears that no court has sguarely addressed
the guestion of whether gaining such unlawful access to an issuer's material
non-public infermation for the scle purpose of executing favorable securities
transactionse based on that information congtitutes a viclation aof Segtion 10 (b}
of the EBExchange A&ct and Rule 10b-5, such conduct falls squarely within the scope
of conduct prohibited by the plain language of these proviesions.® SEC Memorandum
of Law at 135

2 Hr'g Tr. at 115,
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such a scheme was “deceptive” within the meaning of the statute.
In fact, Zandford suggests the exact opposite, and reaffirms both
the tracditional and misappropriaticn theories of 1nsider trading
inscfar as they reguire a breach of fiducliary duty of disclosure as

the basis for liability under § 10(bh].

a, Zandford

Charlies Zandford was a4 securities broker whe managed a
discretionary brokerage account on behalf of an elderly client
named William Wood. Owver the course of four years, Zandford sold
all the securities in Wood’s account, and wire transferred the
proceeds to hiz own account. Zandford, 535 U.3. at Bl5-1&.
Zandford was inaicted, and ultimately convicted on thirteen counts
of wire fraud {18 U.3.C. § 1343).

After the conviction, the SEC filed a ciwvil complaint against

Zandford alleging, inter alia, a viclation of § 101h) and Rule 10L-

5. Id. Over Eandford’s objection, the district court entered
pariial summary judagment for the SEC, on the ground that Zandford
was estopped from contesting facts that established a viclation of
% 10(b}. The Fourth Circuit, however, reversed the district court
ang ordered that the case be dismissed because the complaint dig
not ailege a scheme to defraud that was “in connhection with”™ the
purchase or sale of securities. Id, at A816-17. The Fourth Circuit

held that Zandford’s actions were akin to pure theft from Wood, and
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the fact that his theft was accomplished by means of selling
securities and pocketing the meoney did net give the SEC

jurisdiection. SEC w. Zandford, #38 F.3d 553, 562 (4th Cir. 2001}.

The Supreme Court granted certiorari to resolve the guestion
of whether the complaint against Zandford alleged a scheme that was
“in connectieon with®” the purchase or sale of a security. Zandford,
535 U.5. at B815. The Supreme Court answered in the affirmative,
reversing the Fourth Circuit. The Court held that Zandford’s sale
of securities was an integral part of his scheme to defraug Wood,
and was accomplished in such a way that the sale of securities and
the subsegquent wire transfers “coincided.” Therefore, Zandfard's
scheme to defraud was “in connectien with” the purchase or sale of
zecurities,. Id. at 825,

In essence, the Fourth Circult had perceived two separate
events, Zandford’s sale of securities, which was permitted under
the express terms of the discretionary brokerage account, and then
a subseqguent wire transfer ocut of the client’s discretionary
account and inte Zandford’s own account, which was illegal but did
noct amount to securities fraud and had no discernable effect on the
securities market. The Fourth Circuit relied heavily on the
passage, guoted above, from the government’s argument in ©'Hagan,
in which the government and the Court suggested that ™[tlhe
misappreopriaticon theery would not . . . apply to a case in wnich a

person defrauded a bank inte giving him a loan or embezzled cash
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frem ancther, and then used the proceeds of the misdeed to purchase
securities, ” because in that situation Ythe proceeds would have
value to the malefacteor apart from their wvse in a securities
transaction, and the fraud would be complete as soon as the money
was obtained.” C'Hagan 521 U.35. at 656. Justice Stevens, writing
for a unanimcus Court in Zandford, held that this passage did not
bar the application of 5 10(h} to Zandford’'s trades because the
fraud consisted of a scheme that was not complete until Zandford
had transferred the proceeds to his own agcount: “Even if this
passage could be read to introduce a new redquirement into § 10(h},
it would not affect our analysiz of this case, because the Wood[]
securities did not have value for respondent apart from thelr uase
in a securities transaction and the fraud was not complete before
the =ale of securities occcurred.” 535% 0.5, at 824,

Thersfare, with respect to this case, Zandfeord stands for the
proposition that Dorozhkeo'’s alleged scheme was “in connection with”
the purchase or sale of securities, since the hack into Thomson
Financial's computer network and the trades “ceincided,” and the
information that Dorozhko allegedly gleaned from hacking did net
hawve walue apart from its use in securities transacticna.

Bowever, Zandford doces not stand for the propositicn that
Doroehko's alleged scheme was “deceptive” within the terms of the
statute. In fact, 1if anything, Zandford lends support to the

notion that the alleged hack was not "“deceptive.” The Court in
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Zandford reiterated numercus times that Zandford’s & 10{k]
violaticon was predicated on his breach of a fiduciary duty cwed to
Wood: “[T]lhe SEC complaint describes a fraudulent scheme in which
the =ecurities transactions and breaches of fiduciary duty
coincide., Thase breaches were therafore ‘in connection with'
securities sales within the meaning of Secticon 10¢(b).” 535 U.5. at
825. Even though Zandford had already been criminally convicted in
relation to the theft, Justice S5tevens’'s opinion emphasized that it
was Zandford’ = breach of a duty to his client to disclose in
connection with the sale of securities, and peot his crimes or other
deplorable behavior in connection with the sale of securities, that
gave rise to liability wunder & 10(b).

Justice Stevens’ opinion explicitly acknowledged that Zandford
would not be liable under § 10(b) if he had disclosed to Wood that
he waz planning to steal his money. In a footnote at the end of
the opinion, Justice Stevens wrote: “[I]Jf the broker told his
glient he was =ztealing the client’'s assets, that breach of
fiduciary duty might be in connection with a sale of securities,
but it would not involve s deceptive device or fraud.” 535 U.5. at

824 (citing Santa Fe Indus., 430 0.5. at 474-476). Crucially, the

logic in this footnete suggests that the Court is still operating
under the “disclose or abstain” paradigm, and that Zandford was
under a duty toe disclese or abstaln in relaticon to his selling of

his client’s securities because he owed hiz client a fiduciary
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duty. The footnote clearly sets forth that if Zandford had in fact

disclosed to Wocd his intent to =teal Weod’s securities, 1.e.

fulfilled his fiduciary obligation to disclese or abstain, then
Zandford would not be liabhle under § 10(b; even though he had in
fact committed a crime in connection with the purchase or sale of
securities, a crime he had aiready been convicted of. Therefors,
even given parallel c¢oinciding criminal conduct that amounts to
wire fraud under federal statutes, the logic in Justice Stevens’s

"

footnote suggests that there can be nhoe “deception,” and therefore
no liabkility under § 10{b), abksent the existence and breach of a
fiduciary duty.

Thus, as this review of case law makes clear, whether the SEC
is relying on the traditicnal or misappropriation theories of
insider trading, or a separate scheme theory as pursused in
Zzardford, it ¢annot establish a wviclation of & 10({k) absent a
breach of a fiduciary duty te disclose or abstain. Chiarella
initially established that trading in securities simply while in
possession of material nenpublic information was not itself a
violation of § 10(k) aksent a duty to abstalin or disclose. 445
0.3, at 228. Since then, the Supreme Court has in a number of
opinicons carefully estabklished that the essential component of a §
10{b}) wviclaticn 15 a breach of a fiduciary duty to disclase or

abstain that coincides with a securities transactiaon. The Supreme

Court could have taken a more sweeping poesition in C¢'Hagan and
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adopted Brudney’s thesis so as to preclude all trading on the basis
of information that is not legally obtainable by all others. But
instead the Supreme Court deiiberately chose to premise a & 10(b)
violaticon on a transferred breach of duty owed Lo the source of
information. The Supreme Court had a similar opportunity in
zandford when confronted with a criminal scheme to defraud that
invelved the sale of securities. The Court did not simpiy held
that Zandford's scheme itself was "deceptive,” but chzerved that
the scheme would not ke deceptive 1f it were disclosed 1o
Zandford’s client. Therefore it was not the i1llegality of
Zandford’s actions, but rather the non-dizclosure to his client,
that gave rise to § 104{k) liability.

Finally, we examine what existing autherity there is on the
exact guestion presented here: whether those who steal material

nonpublic information and trade on it viclate § 10(b).

C. Theft of Information and the Securities Laws

Zltheugh a coherent system of insider trading regulation could
cover 'stealing and trading’ or ‘hacking and trading,” as far as
this Court 13 aware, no federal court has gver held that those who
steal material nonpublic information and then trade on it violate
§ 1d{b).

Ever by itself, this lack of any case law supporting the SEC

position is noteworthy. The Exchange Act was enacted over seventy-
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four years ago, and parallel situations have no deoubt arisen in
that time span. While the 5EC attempts to paint hacking as a new
rhallenge for the securities laws, traditional theft {(e.g. breaking
into an i1nvestment bank and stealing documents] is hardly a new
phenomenon, and invelves similar elements for purposes of our
analysis here. Both hacking and traditional theft may involve
“deception” in the common law sense of unautherized access, whether
by using fake ID cards or spocfed internet protocols, but typlcally
do not involve deception in the sense of breaching a duty of
dizclesure.

The SEC acknowledges this lack of precedent but nevertheleszs
cites to two gases in this Distriet that have granted preliminary

injunctions con facts similar to those here, ZEC v, Lohmus, Hasvel

& Viigemann, e=t. sl., HNo. 05 CV 925% (RW3), 2005 WL 33097418
(S.D.N.Y. Nov, 1, 200%), and SEC wv. Blue Bpttle Ltd,, No., 07 CV
1380 (CSH)(5.D.N.Y. Fek. 26&, 2007). These rcases are hardly
corvincing support, as Lohmus settled, and Blue Bottle concluded by
default judgment. Weither case preoduced an opinion analyvzing the
relevant case law, or why the theft of material nonpublic
information amounted to a deceptive device in contravention cof the
statute.

On the other side cof the ledger, there is significant
authority, contained in dicta in twe Court of Appeals opinions and

in a number of law review articles, to suggest that thieves af
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material nonpublic information do not violate § 10(b) or Rule 10b-5

when they trade on the basis of that information.

1. SEC v. Cherif
Danry <Cherif was a former employee of First Chicage, an

investment hank. SEC v, Cherif, 933 F.2d 403, 411 (7th Cir. 1581).

tfter Cherif was fired by First Chicago, he zecretly kept his key
card, and kreoke inte the bank’s offices on a number of cccasions te
steal informaticn on pending corporate transactions, He then
traded on the basis of that information and reaped a profit.
Cherif was convicted in the district court under tne
misappropriation theery, but argued to the Seventh Circuit that he
was a "mere thisf* who owed no duty to anyecne, and therefore could
not ke held liakle under % 1dik) and Rule 10b-5. The 3Sewventh
Circuit descriked Cherif's argument that he was a "mere thief,” as
“[tlhe only possible barrier to applicaticn of the misappropriaticn
theory.” 933 F.2d at 411.

Rather than address the “mere thief” auestiocn head on, the
Seventh Circuit sustained Cherif’s conviction on the ground that
Cherif was a former employee of First Chicage, and an employee’s
duty to a former emplover is not extinguished upon termination.
The Seventh Circuit held that, “Cherif breached a continuing duty
to his former employer when he used the key card and specific,

confidential knowledge he had learned about First Chicago as an
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employee to break into the bank immediately after termination and
steal 1nside information about upcoming transactiomns.”  Id.
Therefore, according to the Seventh Circuit, ™“Cherif betravyed a
trust in a way that a mere thief does not.” Id. at 412.

Here, the SEC argues that Cherif 1s inapposite because the
Seventh Circuit did not decide the guestion of whether mere thnieves
violate § 10(k). The SEC writeas that “Cherif had facts somewhat
similar to those in the case at bar, but, because of a prior
employment relationship, the Seventh Circuit ruled on liability
pased on misappropriation analysis.” (Posthearing Memorandum of Law
at 15 n.7.) The SEC 1s technically correct, but misses the point
that the Seventh Circuit appears te have gone well out of its way
to avolid the guestion of “mere thieves.” Had Cherif’s violation af
% 10({kL) been as simple and direct as the SEC argues that Doreozhko's
wag, the Sewventh Circuit would not have needed to use the
misappropriation analysis. It is important to remember that at the
time the Sewventh Circuit ruled in Cherif, the misappropriation
theory itself was controversial, and would in fact later be
diszapproved of by both the Eighth Circuit (G'Hagan, 92 ©v.3d at 622}

and the Fourth Circuit (United States w. Brvan, 58 F.3d 333 {4th

Cir. 18%%5)). The Seventh Circuit’s decision to rest liability on
the misappropriation theory and Cherif’s former employment was by
no means 4 simple case ol 4 court relyving on a well-sstablished

legal principle. Adopting the arguments that the SEC now proposes
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would have been far easier, 1if the S5SEC's approach had greater

viability.

2. United States v. Bryan

Arother Court of ARppeals case, United States v. Brvan, 58 F.3d

933 (4th Cir. 19%5) (Lattig, J.), has suggested even more forcefully
that mere thieves do not violate § 10(b) and Rule 10b-5 by trading
onn stolen information. The defendant, Elton Bryan, was a former
director of the West Virginia Lottery whe used confidential
information about forthecoming contracts to purchase shares in
companies that did business with the West Virginia Lottery. EBryan
was convicted of securities fraud on a misappropriation theory in
the district court, but the Fourth Circuit reversed. The case
pre—-dated 2"Hagan and the Fourth Circult reversed the district
court hecause 1t refused to adopt the misappropriation theory. In
hi=s opinicn for the c¢ourt, Judge Luttig refused to adopt the
misappropriation thecry in part because the thecry, he predicted,
would lead future courts to expand and eventually abanden the
concept of fiduciary duty that lay at the heart of § 10{b).
Aocording to Judge Luttig, courts using the misappropriation theory
had already stretched the concept of fiduciary duty to find such
duties between emploevers and employees, newspapers and reporters,
and psychiatrists and patients. Eventually, he predicted, courts

would be forced to abanden the requirement of a fiduciary duty all
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together, and hold that mere thieves viclated the misappropriation
theory, even though the entire censtruct of insider trading
regulation was grounded in the concept of breach of duty. Judge
Luttig wrote:

[Wlhile “he courts adopting the
misappropriation theory incant that the breach
o0f a fiduciary relationship 1s a negcessary
glement of the offense, in principle, if not
in reality, these courts would be obliged to
find liability in the case of simple theft by
an employee, even where no fiduciary duty has
been breached, for the raison dfetre of the
misappropriaticn thecry in fact is cohcern
over ‘"the unfairness inherent in trading on
[stolen] infermaticn.’

58 F.3d at 951 (citations omitted). Judge Luttig's words were
prescient. As we acknowledged at the cutset, there is tension in
the instant case between the “unfairness inherent in the

"

rransaction,” and the existing law that bases securities fraud
viclations on breaches of fiduciary duaties. But in overturning
Brvan, and adopting the misappropriation theory in 0'Hagan, the

Supreme Court did not abandon the fiduciary requirement, nor can we

herea.
3. Scholarly Articlas
Unable to find suppecrt in existing case law, the SEC turns to
academic writings for autheority. The SEC notes that, "While no

case has addressed it, st least two academics haz [sic? endorsed

the theory that a hacker who steals material nonpublic information

.
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for the purpeose of trading on it, vielates Exchange Act § 10(b) and
Fule 13b-E5E.#* The STC then cites Robert 4. Prentice, The Internet

and Its Challenqges for the Future of Insider Trading Regulation, 124

Harv., J.L. & Tech, 263, 236-307 [(Winter 18329}, and DPonald C.

Langevocrt, 18 Insider Trading PRegulation, Enforcement and

Preventicon § fA:1i4 (Apr. 2007).

While these articles, among cothers, proclaim tnat those who
‘hack and trade’ should be liabie under § 10{b), the clear majority
of schoelarly copinion is that, under existing law, ‘hacking and
trading’ 1s not a violation of § 10(h]. Professor Prentice’s
article is indicative. Professor Prentice’s article ceontains a
section enticied “Hackers as Misappropriators,” which makes a
strong poelicy argument for why those who hack should be liable
under 10k-%. The section, however, begins by acknowledging that
under the current state of the law hackers are not liakble.
Frentice asks rheteorically, “Hackers who steal inside information
and trade on it are essentially thiewves. But are they also liablie
as inside traders? The answer to this guestien from a traditiconal
peint of view 15 'ne.’” 12 Harv. J. L. & Tech. at 296. Prentice's
argument as to lilability for hackers, 1t turns out paragraphs
later, stems not from precedent or a clese reading of the statute,
kut from his own conviction as to what the law should be: ™I find
uncemfortable the receiwved wisdom that someone who obtains inside

information via hacking, physical breaking and entering, bribery,
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extortion, espionage, or similar means is not liable for insider
trading.” Id. at 29%8.

Simiiarly, a couple of recent law review articles suggest that
hackers should be, but are currently not liakle under § 10{b) for
‘hacking and trading.' For example, Kathleen Coles writes in The

Dilemma of the Remote Tippee, 41 Genz. L. Rew, 181, 221 [20053-

20061

“[A] computer hacker who breaches the computer
security walls of a large publicly held
corperation and extracts nonpublic information
may also trade and tip without running afoul
of the insider trading rules. The burglar and
computer hacker may bke liable for the
conversion of nenpublic information under
cther laws, but the insider trading laws
themselves appear net to preohibit the burglar
er hacker from trading or tipping ocn the basis
2f the steolen information. This 1is because
there was no breach of a duty of loyalty to
traders under the classic theory or to the
source of the information under the
misappropriation theory.”

41 Gonz. L. Bev at 221.

Also, Donna M. Nagy writes, in Reframing the Misappropriation

Theoary of ITnsider Trading Tiabilitv: A Post=0'Hagan Sudggesticon, 59

Ohie St. L.J. 1223, 1242-5%7 {1998): *“[I]t 1is doubktful that
securities trading by the computer hacker or the ‘mere’ thief woula
viclate Section 10{b] and Rule 10b-5, because neither scenario
would inveolve miszappropriaticn through acts that would constitute
dffirmative deception.” 59 ©Ohice S5t. L.J. at 12055, Nagy 1is

“troubled” by this, and argues that the current “restrictive”
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misappropriation theory, “will frustrate the prosecution of future
cases involving trading on misapprepriated information.” Id. at
1227. 5She illustrates with an example of a “computer hacker who
unlawfully gains access to a corperation’s internal network and
subsequently managss to uncover confidential information.” Id. at
1253, She notes that, “Because the computer backer was not
gntruzted with such access, Section 10{b) and Rule 10b-% woulag not
ke violated under O'Hagan’s theory, even though the computer hacker
would be trading securities on the basis of material, necnpublic
information that had been misappropriated.” Id. To repair the
lacuna, Wagy goes on to  suggest a new version of the
misappropriaticn theory, thnat is “premised con the ‘fraud con the

r

investors.’ She believes her fraud on the investors approach “is
far =uperior teo the ‘*fraud on the source’ wversicn [of the

misappropriation theoryiy.”

0. Congressional Intent and Public Policy

In the end, the 3EC"s strongest arguments as to why Dorczhke' s
alleged ‘hacking and trading’ wviolates § 1i0ik) stem from
Congressional intent and public policy. After all, thiseves who
trade on inside information affect markets the same ineguitable way

as ceorporate insiders or tippees who trade on inside information.
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Congress has consistently reiterated that the geal of fair and
open markets undergirds our securities laws. As stated by the
Senate Committee on Banking and Currency in enacting the Exchange
fect:

The concept of a2 free and open market for

securities transactions necessarily implies

that the buyer and seller are acting in the

exercise of enlightened judgment as to what

constitutes a fair price. Insofar as the

judgment is warped by false, inaccurate, or

incomplete information regarding the

corporation, the market price fails teo reflect

the normal operations of supply and demand.
5. Rep. No. 792, 73rd Cong., <d Sess., 3 [1934). The focus here is
less on the reason why unfair informational disparities arise than
on ensuring that they deo not exist at all. Indead, the Hpouse
Repcrt on the Insider Trading Sanctions Act of 1%84, (which
provided a treble damages remedy for enforcement by the 3SEC of
insider trading violations) favorably cited Brudney’s article,
discussed supra, noting: “The akuse of informaticnal advantages
that other investors cannhot hope to overcome through their own
efforts 1s unfair and inconsistent with the investing public's
legitimate expectation of honest and fair securities markets where

#ll participants play by the same rulez.” H. R. Rep. Wo. 98-3%55,

98th Cong., lst Sess. 3, 4 {1983) reprinted in 1984 1U.5. Code Cong.

& Admin, WNews 2274, 2278,
There is alsa evidence that Cohgress left the language of 5

1Gib} vague in part sco as to empower the SEC to pursue new types of
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fraud and deception in ceonnection with securities transactions.
See, e.q., Hearings on H.R. 7852 and H.R. 8720 before the House
Committee on Interstate and Fereign Commerce, 73d Cong., 2Zd Sess.,
115 (1934 (*“0f courze [% 10{(k)] is & catch-all clau=se to prevent
manipulative devices. I do not think there is any objecticn to
that kind of clause. The Commission should have the authority to
deal with new manipulative devices.”).

Yet, there are policy considerations that weigh, if not as
heavily at least with substantial force, against discarding the
fiduciary regquirement and/or extending the SECfs jurisdicticon to
cover ‘hacking and trading.’ As discussed above, in regulating
insider trading, at the marging it becomes difficult to distinguish
informacion that s properly obtained from that which iz improperly
obtained. The fiduciary requirement serves as an 1lmportant
delineation, a2 kind of shorthand that courts, market participants,
and regulatecrs may use to make the distinction. The presence of a
fiduciary relaticnship ensures that the traded on information is
that available only to 1insiders. Without the fiduciary
reguirement, the guestion of when market participants may trade on
informational disparities becomes much more difficult,

Further, while it 1s conceivable that the larnguage of § 10 (b}
requiring “deceptive” acts could ke expanded Lo encompass not only
breaches of fiduciary duties in connection with a purchase or sale

of securities but also criminal wviclations in connection with the
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purchase or sale of securities, such an expansion would erode the
fundamental difference between ¢ivil and criminal jurisdicticn.
The SEC is a civil regulatory bkody entrusted with overseeing cur
nration’s securities markets. The SEC traditionally does not
enforce the criminal law. Indeed, the same House Report gquoted

(L]

supra, notes that [Clonversion for perscnal gain cf informat:ion
lawfully obtained abuses relationships of trust and confidence and
is no less reprehensible than the outright theft of nonpublic
information.” This gueotation implicitly recognizes that insider
trading and theft are different, but the Repert contains no

suggestion that the SEC's Jjurisdiction should be expanded to

inciude the latter.

Conclusion

Bz the only evidence that the SEC has presented in this case
supports the theory that Dorozhke traded on inside information he
had stolen by hacking into Thomson Financial’s website, the SEC has
not shown a likelihoed of succeeding on the merits of its claim of
a wviclation of & 10(b}. Accordingly, the SEC's moticn for a
preliminary injunction is denied.

Howewer, giwven the B8EC’'s special peocsSition as  statutory
guardian, the fact that Dorozhke has invoked his right to not
testify, which can give rise to an inference against him in a ¢ivil

proceeding, and the likelihood of irreparable harm shoula the

-52-



Case 1:07-cv-09606-NRB  Document 28  Filed 01/08/2008 Page 53 of 54

temporary restraining order be lifted at this juncture, we herebhy
stay the effect of our order, and keep the temporary restraining
order in effect until January 14, 2008 to allow the BEC to sesk a
stay pending appeal from the Court of Appeals pursuant to Fed. R.
App. B. 8la)l(2).

Defendant Dorczhvo’=z metion to dismiss the complaint is also
denied at this time. In its complaint, the SEC adeguately pled a
well-accepted theory of a viclation of § 10{b) - that Dorozhko
received a tip from a corporate insider {(Zee Complaint 9 3 - and
the SEC should be permitted to conduct discovery to determine if it

can factually support this theory of the case,!?

850 OERDERED.

Dated: New York, New York
January 7, 2008

NAOMT REICE BUCHWALD
UNITED STATES DISTRICT JUDGE

1* Tm this regard, we note that it will not be sufficient for the SEC ta
rely solely cn the defendant s invocatlion of a Fifth Amendment privilege.
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Coples of the foregoling Order have been mailed on this date to the
following:

Michael J. McAllister, E=sq.
Satterlee Stephens Burke & Burke LLF
230 Park Avenus

New York, WY 1016%9-0074

Fobert B. Elackburn, Esg.
Securities and Exchange Commission
2 World Financial Center, Room 4300
Mew York, HY 10281

Charles A. Ross, Esd.

Charles A. Ross & Asscclates, LLC
111 Broadway, Suite 1401

New Yark, WY 100048
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